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1 INTRODUCTION

With the advancement of technology, we nowadays tend to use our smartphones or tablets to
get our work done. Because of this, backing up mobile device data is crucial as our mobile devices
have become an extension of working on a local computer. Ahsay presents the Ahsay Mobile
app, allowing users to bring backup, restore, and two-factor authentication features that provide
flexible access and protection from loss of these critical business or personal data in the event of

hardware failure.

This guide will help you explore the different features of Ahsay Mobile on both Android and iOS,
as well as discuss the following:

® Ahsay Mobile Installation on Android and iOS

® Two-Factor Authentication

v

Adding and removing accounts and Mobile Devices

v

Running Backup Jobs

v

Restoring Data
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Below is a short list of available features for Ahsay Mobile relative to AhsayCBS/OBM/ACB/OBR.
FEATURES

AUTHENTICATION (2FA) BACKUP

v X
Windows — v v
macOS " v v
Linux GUI [_\ v v
(® Ansayosm Linux CLI {\ v X
FreeBSD @ Frees 'V 4 X
NAS Synology logy J X
NAS QNAP aNAP v X
Windows == v v
(® Ansayacs S
macOS . v v
Windows —— v X
@ AhsayOBR macOS .’ v X
Linux GUI {\ v X
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2 OVERVIEW

2.1 SYSTEM ARCHITECTURE

Below is the system architecture of the Ahsay Mobile app, illustrating the major elements
involved in the backup and restore process among the backup machine AhsayOBM/AhsayACB.

The Ahsay Mobile app is connected to the local network of the AhsayOBM/AhsayACB machine
via a WIFI Router to backup and restore photos, videos, documents, and 2FA accounts that are
stored primarily in the local destination of the AhsayOBM/AhsayACB machine.

oJQ
o=

Mobile Backup Local
Server MBS} pestination

A

Backup to the Local Destination of the
AhsayOBM/AhsayACB Machine

Photos, Videos, 4
Documents and m ’ é ?
2FA accounts
'y
LEGEND:

Ahsay Mobile App
II'.':IE Mobile Devices
«L[]

dmm | WIFI Router

Photos, Videos, Documents

(O] o
& ¢ | and 2FA accounts

Mobile Backup Server (MBS)

Local Destination of AhsayOBM/
AhsayACB machine

Ahsay Mobile
app
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Photos, videos, documents, and 2FA accounts are stored either in the mobile device’s internal
memory or SD Card. These are selected as backup source using the Ahsay Mobile app and will be
backed up to the local destination of the AhsayOBM/AhsayACB machine — that can be a Hard
Drive, Flash Drive, and/or Network Drive in their ORIGINAL format unencrypted. For Android,
photos and videos will retain all EXIF. While for iOS, photos and videos will retain most of the
EXIF including capture date, location, and lens.

NOTE

The Mobile Backup Server (MBS) is a component of the AhsayOBM/AhsayACB machine that manages the
backup and restore of the Ahsay Mobile app.

@
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If storage of photos, videos, documents, and 2FA accounts to AhsayCBS and Predefined
Destination is required, then this can be done using AhsayOBM / AhsayACB to perform a
secondary backup and restore of the photos, videos, documents, and 2FA accounts on the local
drive to AhsayCBS and Predefined Destination.

To backup and restore photos, videos, documents, and 2FA accounts from Ahsay Mobile app to
AhsayCBS and Predefined Destination is a two-step process as seen below:

1. Backup photos, videos, documents, and 2FA accounts from Ahsay Mobile app to AhsayOBM
/ AhsayACB.

2. Create a file backup set using AhsayOBM / AhsayACB, using the local backup destination as
the backup source, and then backup this backup set to AhsayCBS and Predefined Destination.

Below is an illustration of this process:

% FHS
o Q =

aws n San
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]
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2.2 TWO-FACTOR AUTHENTICATION

Two-factor authentication implemented on AhsayCBS / AhsayOBM / AhsayACB / AhsayOBR
v9.1.0.0 or above, using the Ahsay Mobile app provides additional security for the user login
process.

Ahsay Mobile supports two types of authentication methods:
® Push Notification
® TOTP

Ahsay Mobile can be configured to support two 2FA modes:
® Push Notification and TOTP (default mode), or
® TOTP only

Upon initial login, you will have an option to setup your two-factor authentication feature. You
may skip the setup and do it later. If you continue the setup of two-factor authentication, it will
be automatically enabled for future Ahsay sign in process. If you like, you may register your
AhsayOBM / AhsayACB user account with multiple mobile devices for two-factor authentication.

For logins with two-factor authentication enabled AhsayCBS / AhsayOBM / AhsayACB, the
authentication method that will be available will depend on the authenticator app registered. If
Ahsay Mobile is used as the authenticator app, then you will either accept the login request via
push notification in the Ahsay Mobile app or enter the one-time password generated in the Ahsay
Mobile app. If a third-party authenticator app, then you will enter the one-time password
generated in the third-party authenticator app, such as Authy, Duo, Google Authenticator,
Microsoft Authenticator, LastPass, etc.
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AhsayCBS/AhsayOBM/AhsayACB
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l
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Ahsay Mobile

Accept Authorization Request

www.ahsay.com

Third-party TOTP
Authenticator App

Input one-time password

Ahsay Mobile User Guide | 7 of 127



This illustrates the registration of mobile devices for Two-Factor Authentication.

NOTE

For more details, please refer to the following links:
® AhsayOBM Overview Guide
®  AhsayACB Overview Guide

¢
OE

AhsayOBM/AhsayACB

Login Name

Password

Forgot Password

AhsayCBS/AhsayOBM/AhsayACB Login

Register mobile device(s)
Gota UserProfile » Authentication

Two-Factor Authentication

an L |

Registered Mobile Devicels)

Require Authenticator AP to Sign in your account during Startup

OR

Ahsay Mobile Third-party TOTP
Authenticator App

Scan QR code l Enter one-time passcode

|

Two-Factor Authentication
Require Authenticator App 10 SIgN In yeur account during startup

on C |

Registered Mobile Deviceis)

m Galaxy A70
m Ahsay Mobile

Add
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https://download.ahsay.com/support/document/v9/obm_overview_gui_v9.pdf
https://download.ahsay.com/support/document/v9/acb_overview_v9.pdf

2.3 MOBILE BACKUP

Below is a table showing the key features of Mobile Backup:

Supported Backup Source

‘ ANDROID DEVICES ‘ iOS DEVICES
Photos \/ Photos \/
Videos \/ Videos \/
Documents \/ Documents x
2FA Accounts \/ 2FA Accounts \/

Supported File Types

Photos with the following filename extensions are supported: .jpg,
.png, .bmp, .gif, .tif, HEIF and HEIC.

Videos with the following filename extensions are supported: .mp4,
.mkv, .mov, .avi, .flv, and HEVC.

Audio files will be included in the
document backup.

Documents with the following
filename extensions are
supported: .doc, .docx, .xls, .xIsx,
.ppt, .pptx, .pdf and .txt.

Audio with the following file
name extensions are supported:
.m4a, .mmr, .aac, .silk, .opus,
.mp3, .flacand .wav

www.ahsay.com
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BACKUP PROCESS OVERVIEW

The following steps are performed during a mobile backup job:

~
Start backup job
y,
\
Connection from Ahsay Mobile app to the
& Mobile Backup Server (MBS) on
el AhsayOBM/AhsayACB is established.
connection y
2
Photos, videos, documents and 2FA A
accounts are uploaded unencrypted from
irreeeeal  the mobile device to the
files AhsayOBM/AhsayACB machine. )
2
\
Update index file on the mobile device with
new, updated or deleted photos, videos,
documents and/or 2FA accounts.
y
~
Backup job completed
y,
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3 AHSAY MOBILE REQUIREMENTS

3.1 SOFTWARE REQUIREMENT

Download and install the latest version of Ahsay Mobile app on the Play Store for Android mobile
devices and on the App Store for iOS mobile devices.

ANDROID AND 10S VERSION REQUIREMENTS

Ensure that the Android and iOS Versions meet these requirements:
® For Android devices, Android version must at least be Android 8 or above,

® For Apple devices, iOS version must at least be 12.0.0 or above.

3.2 NETWORK CONNECTION

Ensure that the Ahsay Mobile app is connected to the same local network as the
AhsayOBM/AhsayACB machine. Failure to do so will prevent the AhsayMobile app from
performing mobile backup/restore.

3.3 TWO-FACTOR AUTHENTICATION (2FA) REQUIREMENTS
® Two-Factor Authentication must be enabled on AhsayOBM/AhsayACB user accounts.

® A supported mobile device with Ahsay Mobile app and/or a third-party authenticator
apps must be installed.

® The Ahsay Mobile app or a third-party authenticator app must be registered with
AhsayOBM/AhsayACB user accounts.

® AhsayOBM/AhsayACB must be connected to AhsayCBS.
® Mobile device must have a valid mobile service and be able to receive SMS notifications.
® Mobile device must have a functioning camera for scanning QR codes to register 2FA.

® To use push notification for Two-Factor Authentication with the Ahsay Mobile app, the
mobile device must have an internet connection.

® Ensure to Allow Notifications on the Ahsay Mobile app for your mobile devices.

Www.d hsay.com Ahsay Mobile User Guide | 11 of 127



3.4 MOBILE BACKUP REQUIREMENTS

PRE-REQUISITES

AhsayOBM/AhsayACB require Mobile Add-on Modules to support mobile backup. The Mobile
Backup tab will only be shown on AhsayOBM/AhsayACB if the license module is enabled on the
user account.

The image below shows the Mobile add-on module is enabled for this AhsayOBM user account.

Backup Set Settings of the client backup agent for this user.
Settings
Report Backup Client
Statistics ® AhsayOBM User AhsayACB User
Effective Policy
Add-on Modules
Microsoft Exchange Server Microsoft SQL Server
v t\,‘ MySQL Database Server v E Oracle Database Server
& ot Lotus Domino ot Lotus Notes
Windows System Backup Windows System State Backup
VMware ﬂ Hyper-V
E Microsoft Exchange Mailbox ShadowProtect Systern Backup
Q NAS - QNAP E:‘;‘ NAS - Synclogy
| v . Mobile (max. 10) | Continuous Data Protection
Volume Shadow Copy n In-File DeltaOnly apply to v8 or before
OpenDirect / Granular Restore m Office 365 Backup
v MariaDB Database Server vy EI Deduplication

NOTE

Although the example screenshot above is for AhsayOBM, the user interface of Settings > Mobile
Backup is identical on AhsayACB; these instructions can also be applied to AhsayACB.

® Backup and/or restore can be performed only if the mobile device is connected to the
same local network as the AhsayOBM/AhsayACB machine.

® Backup and/or restore can be performed if the battery level is not lower than 30% unless
Power Saving Mode is disabled.

www.ahsay.com Ahsay Mobile User Guide | 12 of 127



INBOUND/OUTBOUND PORT RANGES

For mobile backup, inbound/outbound network traffic must be allowed through the following
port ranges:

® AhsayOBM
TCP Port: 54000 to 54099
UDP Port: 54200 to 54299
Protocol: HTTP

® AhsayACB
TCP Port: 55000 to 55299
UDP Port: 55200 to 55299
Protocol: HTTP

For the default ports, these are:

® AhsayOBM
TCP Port: 54000
UDP Port: 54200

® AhsayACB
TCP Port: 55000
UDP Port: 55200

Actual TCP and UDP ports can be seen on the AhsayOBM/AhsayACB when pairing a mobile device
for mobile backup.

Mobile Backup Feature Setup Wizard
Please scan the QR code to register your mobile device with your backup account for following feature:

|¢| Mobile Backup

Please make sure below 2 ports are not blocked by any Firewall settings before
pairing your maobile device for backup

TCP Port: 54000
UDP Port: 54200

www.ahsay.com Ahsay Mobile User Guide | 13 of 127



BACKUP WHILE CHARGING REQUIREMENT

If the “Backup while charging” feature is enabled, the mobile device should be connected to a

power source to resume backup.

PERMISSION REQUIREMENT

For Ahsay Mobile app to access the contents on your Android or iOS mobile device, you will be
prompted to grant access permission on the following items when you first launch the

application. Make sure to Allow these requests when prompted:

ANDROID

® Auto-Launch and Run in Background

NOTE

Auto-Launch and Run in Background settings may vary from Android version and brand.

This is a sample setting from a Huawei device.

App Launch

Please set the app to "Manage
Manually" and make sure to have the
following enabled:
-Auto-Launch

-Run in Background

GO TO SETTINGS

CLOSE

& App launch

Manage all automatically

Ahsay Mobile

Manage automatically

< App launch
Q Search
Manage all automatically

Ahsay Mobile
Manage manually

T AlipayHK ()
E Manage automatically Manage manually
Authenticator O
Auto-launch
Manage automatically
Launch on startup or in background c
Authenticator
° Manage automatically () Secondary launch o
Can be launched by other apps.
CER  Calculator
Manage automatically () Run in background (:)
Keep app running in background
com.android.systemui.feature_
|ﬂ Gover ©
Manage automatically OK
A Drive —— A Drive pra—

www.ahsay.com
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® Camera

Allow Ahsay Mobile
to take pictures and
record video?

DENY ALLOW

® Read External Storage

[ Allow Ahsay Mobile to
access photos, media,
and files on your
device?

DENY  ALLOW

® Write External Storage

www.ahsay.com Ahsay Mobile User Guide | 15 of 127



10S

® Camera

“Ahsay Mobile” Would Like to
Access the Camera

Ahsay Mobile wants to use camera to
scan QR code

Don't Allow OK

® Face D

® Photo Library

“Ahsay Mobile” Would Like to
Access Your Photos

Ahsay Mobile wants to use photo
library for backup

Don't Allow OK

® Notifications

“Ahsay Mobile” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

BATTERY REQUIREMENT

When Power Saving Mode is enabled (This is enabled by default), the User is unable to perform
backups if battery level is less than 30%
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4 LIMITATIONS

4.1 MOBILE BACKUP

FOR ANDROID DEVICES

® Backup of documents is only supported for documents stored in the internal storage of
Android devices.

® Backup of HEIF and HEVC media files from iOS, stored on Android, are not supported.

® Restore of HEIF and HEVC media files from iOS are supported in Android devices.
However, a third-party app is needed to view these media types on the Android device.

FOR I10S DEVICES

® Backup of photos and videos synchronized from iTunes are not supported due to iOS
limitation.

® EXIF (Exchangeable Image File Format) meta data of photo and video files are not retained
after restore, except last modified data and time.

® Due to limitation, the removed items from Free up space will remain in “Recently
Deleted” folder for up to 40 days. It is highly recommended to manually clear the folder
to release storage space.

® Backup of document is not supported.

FOR BOTH ANDROID AND I0S DEVICES
® Mobile Backup is not supported on AhsayCBS.

® Maximum number of mobile devices that can be paired with AhsayOBM/AhsayACB user
accounts for mobile backup is 10.

® Backup of photos, videos, and documents are only supported if they can be opened by
the mobile device’s built-in application.

® The timestamp of photo and video files are not retained after restore.

® Current release does not support backp/restore of multiple snapshots. Only the latest
backup snapshot is available to be restored.

® Versions earlier than v1.6.0 does not support folder-by-folder or item-by-item restore.
Only the complete set of backed-up photos and/or videos are available to be restored.
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5 DOWNLOAD AND INSTALL AHSAY MOBILE APP

The latest version of the Ahsay Mobile app is available at the Android Play Store / iOS App Store.

5.1 FROM ANDROID PLAY STORE

1. Search for the Ahsay Mobile app.

& MyLink
4 China Mobile Hong Kong Co. Ltd. + Lifestyle

iTel Mobile Dialer Express
REVE SYSTEMS LTD, + Communication
Lo

About this app
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3. Optional: Tap the Ahsay Mobile app. Pop-up messages will be displayed for the App Launch.
Make sure to enable the following: “Auto-Launch” and “Run in Background”.

NOTE

Auto-Launch and Run in Background settings may vary from Android version and brand.

This is a sample setting from an Android device.

App Launch

Please set the app to "Manage
Manually" and make sure to have the
following enabled:

-Auto-Launch

-Run in Background

GOTOSETTINGS  CLOSE

Go to Settings > App Launch > Ahsay Mobile app. Manage the app manually by enabling the
“Auto-Launch” and “Run in Background”.

< Applaunch 2 & App launch
Q Search
Manage all automatically Manage all automatically
Ahsay Mabile Ahsay Mabile
Manage automatically Manage manually
s AlipayHK c
E Manage automatically
Manage manually
Authenticator «©
o Auto-launch
Manage automatically
Launch on startup or in background ()
Authenticator
@ © .
Can be launched by other apps
SF3 Calculator
Keep app running in background.
com.android.systemui.feature_
n avet ©
Manage automatically oK
A Drive N s Drive —
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5.2 FROM IOS APP STORE

1. Search for Ahsay Mobile.

. ahsay mobile

2. Tap Get.

Q, Ahsay mobile @ Cancel

search

| - |

Ahsay Mobile
Backup your photos & videos

o PinksCam - Kawaii se...
Fok ko

Q_ ahsay mobile ® Cancel

GET

Search

¢ Search
Ahsay Mobile

Backup your photos & videos
GET M
4+

Backup Se

Ahsay Mobile Photos

P videos

@ English

www.ahsay.com
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3. Tap Install to start the installation.

App Store Cancel

AHSAY MOBILE
AHSAY SYSTEMS
CORPORATION LIMITED

APP

account I

Install

4. Inputyour Apple password then tap Sign In or use Touch ID by placing your enrolled fingertip
on the home button to proceed with the installation.

App Store Cancel

Sign In with Apple ID
Enter the password for
to authorise this
transaction.

fesod 0 @
aglwlelrltlviulilolp

5. The Ahsay Mobile app will be successfully installed afterwards.
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6 AHSAY MOBILE APP OVERVIEW

A customer's review on Capterra

211

Here's a review on Capterra from a customer
who's been using our Ahsay Cloud Backup Suite
for 2 years. Thanks for the nice review, Mike!
We'll keep enhancing our product and service to
meet and exceed your needs. For other reviews
on Capterra, click here: capterra.com/p/60409/
Ahsay-Offsite-Backup-Server/#reviews

70% Nonprofits Discount on Office 365
Module

— - -

!

(olo) —
& & & =

Home Backup 2FA More

The Ahsay Mobile app has four (4) major features:
® Home — displayed Ahsay related news.
® Backup — Backup and Restore
® 2FA — Two-Factor Authentication

® More — Settings and Help
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6.1 HOME

Displays the lates Ahsay news.

Ahsay Mobile

A customer's review on Capterra

Here's a review on Capterra from a customer
who's been using our Ahsay Cloud Backup Suite
for 2 years. Thanks for the nice review, Mike!
We'll keep enhancing our product and service to
meet and exceed your needs. For other reviews
on Capterra, click here: capterra.com/p/60409/
Ahsay-Offsite-Backup-Server/#reviews

70% Nonprofits Discount on Office 365
Module

— A
8 ]/,
e &

Home Backup

6.2 BACKUP

After successful registration of the mobile device with AhsayOBM/AhsayACB local machine, this
section allows the user to backup and restore photos, videos, documents, and 2FA accounts to
the AhsayOBM/AhsayACB local machine.

Ahsay Mobile

You have not activated
the mobile backup
function

Activate and start backup

o) =
& o &t =
Home Backup 2FA More

Www.d hsay.com Ahsay Mobile User Guide | 23 of 127



EDIT CONNECTION SETTINGS

To allow the updating of the host name or IP address setting of the backup client machine if there
are changes after device pairing. Follow the instructions below:

1. Tap the Edit connection setting link.

Ahsay Mobile

D....x

Unable to locate backup client
application

Edit connection setting

Connect to new backup client application

[olo) —
- u & =
ackul

Home Backup 2FA More

2. Choose from the following options:

© Automatically locate backup client machine
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This will automatically connect to the backup client machine.

<

Edit connection setting

4@ Automatically locate backup client machine

O Manually specify backup client machine's host
name / IP address

Save & Connect

i.  Select the Automatically locate backup client machine then tap Save & Connect.

ii. It will return to the Backup main screen and connect automatically to the backup
client machine.
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© Manually specify backup client machine’s host name / IP address

You can manually set the host name or IP address of the backup client machine.

<

Edit connection setting

(-:J Automatically locate backup client machine

@ Manually specify backup client machine's host
= name / IP address

Save & Connect

i.  Select Manually specify backup client machine’s host name / IP address
ii.  Enter the host name or IP address, then tap Save & Connect

iii.  Itwill attempt to connect to the specified host name or IP address. While attempting
to connect, the host name or IP address field is disabled.

<

Edit connection setting

a

) Automatically locate backup client machine

Manually specify backup client machine's host
name / IP address

Attempting to connect to the host name / IP
address.
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If you have entered an invalid host name or IP address, this message will be
displayed:

Connection failed. Make sure you have entered the correct host name
/ IP address.

For example, the IP address has a special character “&” —123.456.7&.115

<

Edit connection setting

() Automatically locate backup client machine

® Manually specify backup client machine's host
Q} name / IP address

Connection failed. Make sure you have
entered the correct host name / |P address

Save & Connect

3. The new host name or IP address has been updated and successfully connected to the backup

client machine.

Redmi Note 8

Last Backup

-3 & &

Home Backup 2FA More
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RESTORE FEATURES

These are the different options for the Restore feature:

® Select or Deselect 2FA Accounts

® Select All or Deselect ALL photos, videos and/or documents

® Select a few or Deselect a few photos, videos, and/or documents

® View photos, videos, and/or documents in separate tabs Recent, Archive, or Delete

RESTORE MAIN PAGE

£ Galaxy A70

Backed up successfully 2 minutes ago

2

L] h ?hotos - >
D u Yideos y >
[ ] IBm pocument >

[} ¢ 2FAAccounts

4 Galaxy A70

Backed up successfully 2 minutes ago
|g h Phutos: o >
oIz Vldeos: >
(@ [Fm pocument >

(@ ? 2FA Accounts

Backup

< Galaxy A70

Backed up successfully 3 minutes ago
|g h Photos ‘ ) >
©) h Videos. y >
[a h Document >

@ ? 2FA Accounts

www.ahsay.com

4 Galaxy A70
Backed up successfully a few seconds ago
Photos
b No itemns 2
0 u Videos >
- Document >

[ § 2FAAccounts
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RESTORE MAIN PAGE ‘ DESCRIPTION

In this example, there are no selected photos, videos, documents, and

0 ? 2FA Accounts

< Galaxy A70
/ or 2FA accounts for restore yet.
Backed up successfully 2 minutes age
h Photos >
h Videos >
i h Document >
] 9 2FAAccounts
< S AT In this example, documents and 2FA accounts are selected and all 69
photos with a total size of 43.6MB and 2 videos with a total size of
Backed up successfully 2 minutes ago . .
15.75MB are selected for restore. Blue checkbox indicates all photos
5 Py Photos || and / or videos are selected.
(o] Videos Ll e ‘ ?
) >
© h Videos >
o [B§ pocument >
©| BB pocument >
© 9 2FA Accounts
@ 9 2FAAccounts
< - In this example, documents and 2FA accounts are selected and only
10 photos with a total size of 5.38MB and 1 video with a total size of
Backed up successfully 3 minutes ago . )
10.5MB are selected for restore. Orange checkbox indicates selected
| By Photws N photos and / or videos.
) @ Photos >
h Videos >
(@] h Videos b
f h Document >
© h Document
E ‘E 2FA Accounts
O] ¢ 2FAAccounts
¢ e 70 In this example, Videos and 2FA accounts are not selected and there
alaxy ) . )
are no items in Photos and Documents folders. This means that there
Backed up successfully a few seconds ago .
are no backed up photos and documents to restore. Gray folder icons
Py Photos . | | indicates no items in the folder.
No items <
Photos \
ml - Videos > b Hotens g
|h Videos N
- Document }
Im pocument >

| § 2FAAccounts

www.ahsay.com
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RESTORE FILE EXPLORER

B C
Photos Deselect all

W Album

Recent

® A - Enlarge View Toggle

ENABLED DISABLED

If enlarge view is enabled, then the images will | If enlarge view is disabled, then there will be 4
be enlarged and there will be only 2 images per | images per row.
row.
(] ) T
11
.. AEN

® B - Type of File
This shows the type of file selected for restore.

Photos Videos Document
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® C-Select all / Deselect all

SELECT ALL DESELECT ALL

If Select all is chosen, then all the photos, | If Deselectall is chosen, then it will remove all

videos, and / or documents will be selected | the selected photos, videos, and / or

with blue checkmarks on each photos, videos, | documents and there will be no blue
and / or document. checkmark on all photos, videos, and / or

documents.

Select all Deselect all

® D - Type of view

ALL VIEW ‘ ALBUM VIEW

In All View the photos and / or | In Album View the photos and | While for document, there is

videos are grouped by date. / or videos are grouped per | only one view type, it is
album. grouped by folder.
Internal Storage
All i Album b Music
B samsung

® E -Image List
This shows the list of photos and / or videos that are ready for restore.

If there are too many selected photos and / or videos, there is a scroll bar on the right
side to navigate the rest of the photos and / or videos.

2021-10-11
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CURRENT TAB

Backed up photos, videos, and
/ or documents that are ready
for restore.

® F - Recent / Archive / Delete Tabs View
H ARCHIVE TAB

Photos, videos, and / or
documents that have been
deleted during backup when
the Free-up space was
enabled.

DELETE TAB

Backed-up photos, videos,
and / or documents but are
now deleted from the device.

As long as the mobile device is
not yet deleted in AhsayOBM
/ AhsayACB, photos and / or
videos can be restored.

Recent

OH

Archive

==

Deleted

www.ahsay.com
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6.3 2FA-TWO-FACTOR AUTHENTICATION

Allows the Users to add, edit, reorder, and/or remove AhsayOBM/AhsayACB accounts for Two-
Factor Authentication (2FA).

® Add an account

® Edit an account

® Remove an account

® Reorder accounts

Ahsay Mobile

You have not connected to any
account yet

Launch your Ahsay application on
local PC or Mac, go to User Settings
-> Authentication to configure the
two-factor authentication for your
backup account.

Scan QR code in your application

[cio)
o .1. &
a

Home Backup 2FA

0
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ADD AN ACCOUNT

To add an account, follow the instructions below using:

® Push Notifications and TOTP, or;

® TOTP only

NOTE

Although the example screenshots below are for AhsayOBM, the user interface for Settings > Authentication
is identical on AhsayACB. These instructions can thus be applied to AhsayACB.

PUSH NOTIFICATION AND TOTP

1. Open the AhsayOBM / AhsayACB and go to Profile > Authentication. Click Add.

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

www.ahsay.com

Password
Change Password

Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup
on |

Registered Mobile Device(s)

Add

Last Successful Login

Time: 09/02/2021 16:46 (CST)
IP address: 172.16.99.34
Browser / App: OBM

Mobile Device: A32

Save Cancel
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2. Download the Ahsay Mobile app from Google Play for an Android device and from App Store
for an iOS device. Next scan the QR code to complete the device registration for two-factor
authentication (Push notification and TOTP) feature.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and
scan the same QR code to complete the device registration.

@Ahsay Mobile

GETITON
*® Google Play

Prerequisites

- Please use the latest Mobile App version

Mot able to scan QR code? Click here to pair with TOTP secret key

(o]

3. Inthe Ahsay Mobile app, tap Next to scan the QR Code on AhsayOBM / AhsayACB.
Ahsay Mobile

Scan the QR code displayed
in your application (supports
two-factor authentication,
mobile device backup etc.)

Ahsay Mobile

@ English

Cancel
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4. Once the QR Code has been detected, tap OK to proceed.

QR Code detected!
Register A32 with

MobileUser1 ?
CANCEL OK

5. Once the registration is successful, the following screen will be displayed. You have now
registered your device for two-factor authentication, then click OK.

Two-Factor Authentication Setup
You have registered A32 for the following feature:

=
Two-Factor Authentication
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P I’Ofl | e Password

Change Password

General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on |
AUthentlcatlon Registered Mobile Device(s)
A32 i
Re-pair with authenticatol

Add

Last Successful Login
Time: 09/02/2021 16:46 (CST)

|P address: 172.16.99.34
Browser / App: OBM

Mobile Device: A32

Save Cancel

NOTE

Starting with Ahsay Mobile v1.5.0, a new feature is added which is “Re-pair with authenticator”. If the
registered device used for 2FA was damaged, lost, or missing; the backup content of the device can be
migrated to the new device. Once the migration is finished, the new device must be re-paired with Ahsay
Mobile to enable log in using push notification and disable the one in the original device.

6. In the Ahsay Mobile app, go to 2FA then enter the phone number for account recovery. Tap
Enter recovery phone number.

NOTE

Although push notification and TOTP will still work if the recovery phone number registration is not
completed, it is still strongly recommended to complete step 6 as you will not be able to access the
AhsayOBM / AhsayACB if you lose your mobile device which also means loss of access to bakup data.
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AhsayOBM AhsayOBM
M:::’IeUseﬂ A MobileUser1 A
005 730 28

Enter recovery phone number

oo (o'}
5 o

] —
e * e
S AN ey = ) & &85

Home Backup 2FA

Wore Home Backup 2FA More

Select your country code and enter your phone number, t

<

hen tap Send SMS verification code.

AhsayOBM

MobileUser1

Enter a valid phone number, you will
need this for account recovery.

s

Send SMS verification code

Done

Paraguay (+595)

Peru (+51)
Philippines (+63)
Pitcairn Islands (+64)

PYoland (+48)
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Enter the verification code sent to your mobile device.

MobileUser1

Enter a valid phone number, you will
need this for account recovery.

+3 - I

Verification successful

Verification code

MSID - 641763 (04:39)

Sample verification code:

Verification Code: MSID-641763

Successfully verified the phone number for account recovery.

Ahsay Mobile @ Ahsay Mobile

AhsayOBM AhsayOBM
MobileUser1 MobileUser1
321 645 2=

— (R —_ A

o) = @ =
- 3 ! o = - 3 ! &z =

Home Backup 2FA More Home Backup 2FA More
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TOTP ONLY

1. Open the AhsayOBM / AhsayACB and go to Profile > Authentication. Click Add.

Profile eeord
c | Change Password
enera
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on |
Authentlcatlon Registered Mobile Device(s)
A32
Re-pair with authenticator

Add

}

Last Successful Login

Time: 09/02/2021 16:46 (CST)
IP address: 172.16.99.34
Browser / App: OBM

Mobile Device: A32

Save Cancel

NOTE

Starting with Ahsay Mobile v1.5.0, a new feature is added which is “Re-pair with authenticator”. If the
registered device used for 2FA was damaged, lost, or missing, the backup content of the device can be
migrated to the new device. Once the migration is finished, the new device must be re-paired with Ahsay
Mobile to enable log in using push notification and disable the one in the original device.
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2. Download the Ahsay Mobile app from Google Play for an Android device and from App Store
for an iOS device. Next, click Not able to scan QR code? Click here to pair with TOTP secret
key link to complete the device registration for two-factor authentication (TOTP only)

feature.

@Ahsay Mobile

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

#  Download on the GETITON
@& App Store ® Google Play

Prerequisites

- Please use the latest Mobile App version

Mot able to scan QR code? Click here to pair with TOTP secret key

3. Inthe Ahsay Mobile app, go to 2FA. Tap the Not able to scan QR code? link.

@ Ahsay Mobile

Scan the QR code displayed in your
application (supports two-factor
authentication, mobile device backup etc.)

Cancel

Not able to scan QR code?

www.ahsay.com

X Connect using Secret Key

Key in the Secret Key provided by the app

Username

Secret Key

Scan QR Code
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To see the secret key, click the Show Secret Key link to display the 16-digit secret key. Then

enter the display name.

@ Ahsay Mobile

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

2 Download on the GETITON
@& App Store * Google Play

Secret Key: VLP3 WC&T 45CT 54UD

Enter one-time passcode generated from authenticator app

(00:00:26)

Display name: |Ahsay Mobile

4. Enter the Username and Secret Key from AhsayOBM / AhsayACB then tap Connect.

X Connect using Secret Key

Ahsay Mobile

Key in the Secret Key provided by the app

Scan QR Code
12 3 456 7 8
qgwer t y u i

asdf gh jk

2123

&H$ z x ¢cvbnm&

-

9 0
o p
I @

www.ahsay.com

Device paired successfully
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@ Ahsay Mobile

AhsayOBM
MobileUser1

TOTP (Manual input)
Ahsay Mobhile

425 417 s

vo— (o'}
5

[F5 —_—
& & 8 =

Home Backup 2FA Moare

Enter the one-time passcode from the Ahsay Mobile app.

App Download and [

Yovice Pairin
Jevice Fairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

@ Ahsay Mobile

# Download on the GETITON
@& App Store *® Google Play

Secret Key: VLP3 WCET 45CT 54UD

Enter one-time passcode generated from authenticator app

4 2 5 E 1 7 | 000025

Display name: | Ahsay Mobile

Cancel
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5. Once the registration is successful, the following screen will be displayed. You have now
registered your device for two-factor authentication then click OK.

Two-Factor Authentication Setup

You have registered Ahsay Mobile for the following feature:

Two-Factor Authentication

P rOﬂ | e Password

Change Password

General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

on |
Authentication Registered Mobile Device(s)

A32 ==
Re-pair with authenticato i
ﬂ Ahsay Mobile iii

Add

Last Successful Login

Time: 09/02/2021 16:46 (CST)
IP address: 172.16.99.34

Browser / App: OBM

Mobile Device: A32
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EDIT AN ACCOUNT

Allows the updating or removal of the account profile. To edit an account, follow the instructions
below:

1. Select an account, tap the arrow down icon. Then tap the Edit icon.
MobileUser1 Mobilebser
203 104 ==

£ e

jaloy [lc) =
-3 i & -3 Y & =

Home Backup 2FA More Home Backup 2FA More

@

2. Edit the account name then tap Save.

MobileUser1 Sample User
o
ﬁ Remove account [l Remove account

> is name id &
g w e 'ty u i'o p
a s d f g h j k |

2123 ® v
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3. The account has been successfully edited.

Ahsay Mobile

AhsayOBM
Sample User

feloy
& o &

Home Backup 2FA

— ('R}

REMOVE AN ACCOUNT

To remove an account, follow the instructions below:

1. Select an account, tap the arrow down

AhsayOBM
MobileUser1

icon. Then, tap the Edit

icon.

T

-} !

Home Backup

ey
&5

2FA

www.ahsay.com

AhsayOBM
MobileUser1
203104 ==
(@5 —
-3 a. & =
Home Backup 2FA Mare
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O,

MobileUser1

=
[J Remove account

Save

You have not connected to any
account yet.

Launch your Ahsay application on
local PC or Mac, go to User Settings
-> Authentication to configure the
two-factor authentication for your
backup account.

Scan QR code in your application

folo =
- & & =

Home Backup 2FA More

www.ahsay.com

Confirm Delete

Are you confirm to delete?

CANGEL  CONFIRM

3. The account has been successfully removed.

2. Tap Remove then Confirm to delete the account. Otherwise, tap Cancel.
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REORDER ACCOUNTS

To reorder accounts, follow the instructions below:

1. Tap Reorder.

AhsayOBM
MobileUser1

AhsayACB
MobileUser2

o— ('}
5

e =
¢ & B =

Home Backup 2FA More

2. Hold the reorder icon = located on the right side of each account, then tap Done. In this
example, the AhsayOBM — MobileUser1 account is moved from top to bottom.

AhsayOBM - AhsayACB -
MobileUser1 ~ MobileUser2 ~

O AhsayACB - AhsayQBM -
2" MobileUser2 = MobileUser1 =

iy = e —
H o & = H il & =

Home Backup 2FA More Home Backup 2FA More
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3. Accounts are successfully reordered.

AhsayACB
MobileUser2

AhsayOBM
MobileUser1

o— (']

M —t
&N 8 =

Home Backup 2FA More
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6.4 MORE — SETTINGS AND HELP

Allows the Users to access and configure the following functions:

Automated backup

® Backup while charging only

® Power saving mode

® Enhanced security for 2FA

® Free up space
® Language

® Help

Ahsay Mobile

Automated backup

L]
Backup while charging only
Power saving mode
om} ¢ -
Enhanced security for 2FA
Free up space
@ Language
W] Help

Home Backup 2FA More
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AUTOMATED BACKUP

Allows the Users to enable or disable the automation of the backup process as long as the app is
capable of running in the background (this feature may not be working due to iOS limitation).
This is enabled by default.

Automated backup

¢  Run backup automatically while using -
other apps

BACKUP WHILE CHARGING ONLY

Allows Users to enable or disable the backup while charging. This is disabled by default.

Backup while charging only

Run backup while charging only.
ensuring backup can be completed

Backup while charging only

Run backup while charging only, -

ensuring backup can be completed.

If Backup while charging is enabled and not connected to a power source, the following message
will be displayed:

[Backup while charging only] is
enabled

Connect your device to a power source
to resume the backup. Alternatively, go

to Settings to disable the [Backup while
charging only] option.

oK
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POWER SAVING MODE

Allows the Users to enable or disable the power saving mode that will hold the backup when
battery is low. This is enabled by default.

Power saving mode

O pause backup when battery is low, ‘
saving power for other needs

If Power saving mode is enabled and the battery of the device is below 30%, the following
message will be displayed:

Power saving mode is enabled

Connect your device to a power source
to resume the backup. Alternatively, go
10 Settings to disable the [Power saving
mode] option.

0K

ENHANCED SECURITY FOR 2FA

Allows the Users to enable, disable, and access the 2FA page using password or biometric, or
unlock the 2FA page using password or biometric. This is disabled by default.

® Enable Enhance security for 2FA

® Disable Enhance security for 2FA

® Approve 2FA using notification request with Ahsay Authenticator — Password or Passcode
/ Biometrics

® Approve 2FA using one-time password with Ahsay Authenticator — Password or Passcodr
/ Biometrics

® Unlock the 2FA page using Password or Passcode

v

Unlock the 2FA page using Biometric
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Enhanced security for 2FA
B Require secondary authentication

when entering the 2FA page or

approving 2FA request.

Enhanced security for 2FA

a Require secondary authentication -
when entering the 2FA page or

approving 2FA request.

If the device is not password or biometric (face detection or fingerprint) protected, the
security for 2FA page cannot be enabled. The following message will be displayed.

Device security

You need to set up a passcode or
biometric authentication in your device
to enable this feature.

NOTE

Although the example screenshots below are for AhsayOBM, the user interface for Settings >
Authentication is identical on AhsayACB. These instructions can thus be applied to AhsayACB.
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TO ENABLE THE ENHANCED SECURITY FOR 2FA, FOLLOW THE INSTRUCTIONS BELOW:

1. Launch the Ahsay Mobile app.

Ahsay Mobile

2. Go to More.

-}

Home Backup 2FA More

3. Look for the Enhanced security for 2FA, swipe the lever to the right to turn it on.

Enhanced security for 2FA

4. The Authentication screen will be displayed; use the password or biometric to enable the 2FA.

Example screenshot from Example screenshot from
Android Redmi Note 8 iOS iPhone 6s.

Automated backup
(:) Run backup automatically while
using other apps.

Backup while charging

>
Run backup while charging only,

ensuring backup can be completed

Touch ID for “Ahsay Mobile”

Please authenticate to process the

a auth request
Cancel
Enabled. Safely backed up
B contents will be removed from your >
L . device to free up space, and
Authentication Requ"ed performance has been oplimized.
@ Language >
R English
@
folc) —
Touch the fingerprint sensor ﬁ |1| o R —
Home Backup 2FA More

USE PASSWORD
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5. Enhanced security for 2FA is successfully enabled.

Enhanced security for 2FA

TO DISABLE THE ENHANCED SECURITY FOR 2FA, FOLLOW THE INSTRUCTIONS BELOW:

1. Launch the Ahsay Mobile app

@)

Ahsay Mobile

2. Go to More

®

Home Backup 2FA More

3. Look for the Enhanced security for 2FA, swipe the lever to the left to turn it off.

Enhanced security for 2FA

a ()
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4. The Authentication screen will be displayed. Use the password or biometric to disable the
2FA.

Example screenshot from Example screenshot from
Android device iOS device.

Ahsay Mobile
Automated backup
(:) Run backup automatically while
using other apps.

Backup while charging

o
Run backup while charging only,

ensuring backup can be completed

Touch ID for "Ahsay Mobile”
Please authenticate to process the
a auth request

Cancel

Disabled. Recommended to enable
D this feature to remove contents >
+ . - from your device that are safely
Authentication Required backed up, in order to free up
space and optimize performance.

— Language
(‘\ @ English >
\S
olo) —
) the fingerprint sensor ﬁ £| &y —
Home Backup 2FA More

USE PASSWORD

5. Enhanced security for 2FA is successfully disabled.

Enhanced security for 2FA
a Require secondary authentication

v entering the 2FA page or

approving 2FA request.

TO APPROVE 2FA USING NOTIFICATION REQUEST WITH AHSAY AUTHENTICATOR — PASSWORD OR
PASSCODE / BIOMETRICS, FOLLOW THE INSTRUCTIONS BELOW:

1. Wait for the AhsayOBM / AhsayACB to send an authorization request to Ahsay Mobile.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
... Waiting for response (00:04:52)

Authenticate with one-time password

2. In the Ahsay Mobile app, accept the authorization request sent to your device.

Ahsay Mobile
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Example screenshot from Example screenshot from
Android device iOS device.

' Ahsay Mobile

New Ahsay v8.5 equipped with Mobile
Backup and Authentication App, Oracle
and MariaDB Backups, and more

' Ahsay v8.5 Released
© Mobile Backup
© 2-Factor Authentication
© Oracle 19¢ Backup

Authorization Request
3 5 Proceed authorization request for
Authorization Request MobileUser1
Proceed authorization request for
MobileUser1 Reject Accept

26-1-2021

Ahsay v8.5 is just released with 1). a new
Ahsay Mobile app that can back up photos and
videos from users' iOS or Android devices to
their home computers; 2). 2-Factor
Authentication on OBM, ACB and CBS login;
3). Oracle 19c and MariaDB 10 backups; 4).
backup report enhancement; 5). VMware
VDDK API change. Click the above image to

a =
& o &% =

Home Backup 2FA More

REJECT  ACCEPT

3. The Authentication screen will be displayed.
® Tap the USE PASSWORD LINK. Input the password and tap Next to proceed.

Example screenshot from Example screenshot from

Android device iOS device.
& Enter lock screen password Enter iPhone passcode for
“Ahsay Mobile”

Please authenticate to process the auth request

o O 0 O O O
® ¢ ¢ O O O

1 2 3

ABC DEF

4 5 6

GHI JKL MNO
1 2 s 3 oer o
PQRS TUuV WXYZ
4 cHi 5 6 mno
7 rars 8 Tuv Q wxvz 0
0] v
Cancel

® Alternatively, look at the camera for face detection or touch the fingerprint sensor if
fingerprint sensor is enabled.
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Example screenshot from Example screenshot from
Android device iOS device.

New Ahsay v8.5 equipped with Mobile
Backup and Authentication App, Oracle
and MariaDB Backups, and more

o
‘1 : Ahsay v8.5 Released
ﬁ © Mobile Backup

Touch ID for “Ahsay Mobile”

Please authenticate to process the
auth request

Cancel

26-1-.

Ahsay v8.5 is just released with 1). a new
Ahsay Mobile app that can back up photos and
videos from users' iOS or Android devices to
their home computers; 2). 2-Factor
Authentication on OBM, ACB and CBS login;

Authentication Required

— 3). Oracle 19c and MariaDB 10 backups; 4).
=\ backup report enhancement; 5). VMware
(Q. VDDK API change. Click the above image to
[Elod —_
Home Backup 2FA More

USE PASSWORD

If there are too many failed attempts to input the password, then the 2FA page will be
locked and will prompt a message to “Try again later” with a specific amount of time.

Example screenshot from Example screenshot from
Android device iOS device.

Authentication is disabled

Try again in 1 minute

Authentication Required

O

Too many attempts. Try again later.

Cancel

USE PASSWORD
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NOTE

The message and retry interval may vary depending on the Android or iOS version and brand.

4. After successful login, the following screen will appear.

@AhsoyOBM MobileUser1 B English [~ B )

Iil Eg all

Backup Sets Report

o | B

Restore Settings

Just click

@snsoyacs obleuser: |FY EXMENENNT ©

I1I m all

Backup Sets Report

£ 1 Ve

Restore Settings Utilities

All instructions are there
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TO APPROVE 2FA USING ONE-TIME PASSWORD WITH AHSAY AUTHENTICATOR - PASSWORD OR
PASSCODE / BIOMETRICS, FOLLOW THE INSTRUCTIONS BELOW:

1. On the AhsayOBM / AhsayACB, click Authenticate with one time password to proceed with
login.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
... Waiting for response (00:04:52)

Authenticate with one-time password

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
< Waiting for response (00:04:41)

Alternatively, input the one-time passcode generated in your Authenticator App.

(00:00:12)

2. Launch the Ahsay Mobile app.

Ahsay Mobile

3. Go to the 2FA page.

Example screenshot from Example screenshot from
Android device iOS device.

New Ahsay v8.5 equipped with Mobile
Backup and Authentication App, Oracle
and MariaDB Backups, and more

New Ahsay v8.5 equipped with Mobile
Backup and Authentication App, Oracle and
MariaDB Backups, and more

Ahsay v8.5 Released

& Mobile Backup

@ 2-Factor Authentication

& Oracle 19¢ Backup

@ MariaDB 10 Backup

© Backup Report Enhancement

Ahsay v8.5 Released

© Mobile Backup

© 2-Factor Authentication

© Oracle 19¢ Backup

© MariaDB 10 Backup

© Backup Report Enhancement
@ VMware VDDK APl Change

Try & po!

& VMware VDDK API Change

Try & pote

26-1-2021

Ahsay v8.5 is just released with 1). a new

Ahsay v8.5 is just released with 1). a new Ahsay
Mobile app that can back up photos and videos
from users' i0S or Android devices to their home
computers; 2). 2-Factor Authentication on OBM,
ACB and CBS login; 3). Oracle 19¢ and MariaDB
10 backups; 4). backup report enhancement; 5).
VMware VDDK API change. Click the above image
to view the details.

-2 &

Home Backur 2FA More

Ahsay Mobile app that can back up photas and
videos from users' i0S or Android devices to
their home computers; 2). 2-Factor
Authentication on OBM, ACB and CBS login;
3). Oracle 19c and MariaDB 10 backups; 4).
backup report enhancement; 5). VMware
VDDK API change. Click the above image to

- o) =
i @y =

Home Backup 2FA More

www.ahsay.com
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4. The Authentication screen will then be displayed.
® Tap the USER PASSWORD link. Input the password and tap Next to proceed.

Example screenshot from Example screenshot from

Android device iOS device.
& Enter lock screen password Enter iPhone passcode for
"Ahsay Mobile"

Please authenticate to process the auth request

O 0O O O O O
® ¢ @ O O O

1 2 3
G4H| Jé M§0
-] 2 o 3 o PZS T§V W%l
4 cHi SIS 6 Mo
0

Jrors 8 v Q wxvz
0 v

Cancel

® Look at the camera for face detection or touch fingerprint sensor if the fingerprint
biometrics is enabled.

Example screenshot from Example screenshot from
Android device iOS device.

Touch ID for “Ahsay Mobile”

Please authenticate to process the
auth request

Cancel

Authentication Required

& 0 & =
ouch the fingerprint sensor = flokH] =

Home Backup 2FA More

USE PASSWORD
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If there are too many failed attempts to input the password, then the 2FA page will
be locked and will prompt a message to “Try again later” with a specific amount of
time.

Example screenshot from Example screenshot from
Android device iOS device.

Authentication is disabled

Try again in T minute

Authentication Required

O,

‘00 many attempts. Try again late

Cancel

USE PASSWORD

NOTE

The message and retry interval may vary depending on Android and iOS version and brand.

5. 2FA page will be displayed.
Example screenshot from  Example screenshot from

Android device
eresr © westauser
893 240 2= 579 740 s
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6. On the AhsayOBM / AhsayACB, enter the one-time password that is generated by the Ahsay
Mobile app, and click Next.

Alternatively, input the one-time passcode generated in your Authenticator App.

8 9 3 2 4 0 (00:00:20)

7. After successful login, the following screen will appear.

(@ Ahsayosm MobileUser1 [ enisn v i

Backup Sets Report

£ X

Restore Settings

Just click

@#moyacs viobieuser [P EEENENET ©

Iil [g all

Backup Sets Report

o T ;

Restore Settings Utilities

All instructions are there
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TO UNLOCK THE 2FA PAGE USING PASSWORD OR PASSCODE, FOLLOW THE INSTRUCTIONS BELOW:

1. Launch the Ahsay Mobile app.

Ahsay Mobile

ooy

2. Go to the 2FA 2 page.

o) =
& &~ B =

Home Backup 2FA More

3. The locked 2FA page will be displayed, tap on Unlock.

Example screenshot from Example screenshot from iOS
Android device device

@ Ahsay Mobile @ Ahsay Mobile
!

This page is locked.

(olo)

& &

Home Backup 2FA

This page is locked.
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4. The Authentication screen will be displayed; click the USE PASSWORD or Show Passcode.

Example screenshot from Example screenshot from
Android device iOS device

@ Ahsay Mobile

I . Try Again
Authentication REqu'rEd Please authenticate to process the
auth request

Show Passcode

Cancel
| (8]

Touch fi nt sens
S

USE PASSWORD
Lo o o T
ﬁ‘ flof ok ==
Home Backup 2FA More

5. Input the password or passcode and tap on Next to proceed.
Example screenshot from  Example screenshot from

Android device iOS device
< Enter lock screen password Enter iPhone passcode for
“Ahsay Mobile”
Please authenticate to process the auth request
o O O o0 o O
® ¢ ¢ O O O
ABC §F
GHI JKL MNO
2 hec 3 o 7 8 9
pars Tov wxvz
5 JKL 6 MNO
8 1w Q wxvz O
0 v
Cancel
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If there are too many failed attempts to input the password, then the 2FA page will still be

locked and will prompt a message to “Try again later” with a specific amount of time.

Example screenshot from
Android device

Example screenshot from
iOS device

& Enter lock screen password

Incorrect password. You have 1 try left
PLEASE TRY AGAIN AFTER 10 MIN

Authentication is disabled

Try again in 1 minute

Cancel

NOTE

The message and retry interval may vary depending on Android and iOS version and brand.

6. 2FA page will be displayed.

Example screenshot from
Android device
@ Ahsay Mobile s

AhsayOBM
MobileUser1

162 132 2

.- (')
L+J Add

e & B =
Ly a =

Home Backup 2FA More

www.ahsay.com

Example screenshot from
iOS device

@ Ahsay Mobile

AhsayOBM
MobileUseri

579 740 =zs
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1. Launch Ahsay Mobile app

Ahsay Mobile

2. Goto 2FA page.

olo)
& o &

Home Backup 2FA

More

Example screenshot from
Android device

!

This page is locked.

www.ahsay.com

3. The locked 2FA page will be displayed, click Unlock.

Example screenshot from
iOS device

@ Ansay Mobile

This page is locked.

i =
- 3 i & =

Home Backup 2FA More

TO UNLOCK THE 2FA PAGE USING BIOMETRICS, FOLLOW THE INSTRUCTIONS BELOW:
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4. Authentication screen will be displayed; look at the camera for face detection or touch the
fingerprint sensor for fingerprint enabled.

Example screenshot from  Example screenshot from
Android device iOS device

Authentication Required

Touch ID for “Ahsay Mobile”
Please authenticate to process the
auth request

Cancel

.y

Touch fingerprint sensor

USE PASSWORD

t & & =

Home Backup 2FA More

If there are too many failed attempts, then the 2FA page will still be locked and will prompt a
message to “Try again later” with a specific amount of time.

Example screenshot from  Example screenshot from
Android device iOS device

< Enter lock screen password

Authentication is disabled

O 0O 0O O 0 © - .
Try againin 1 minute

Incorrect password. You have 2 tries left.

Cancel

NOTE

The message and retry interval may vary depending on Android and iOS version and brand.
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5. 2FA page will be displayed

Example screenshot from Example screenshot from iOS
Android device device

MobileUsert MobileUser?

162 132 275 579 740 s

o

- 0 = o
x co—
| Lok — i= Reorder -+, Add
Home Backup 2FA Mo
e & B =
a -
Home Backup 2FA More
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FREE UP SPACE

Allows Users to enable or disable the free up space feature that will optimize the available
storage space on the mobile device by permanently removing backed up photos and videos when
the device’s free storage space falls below a pre-set limit: 2GB, 4GB, 6GB, 8GB, or 10GB. This is
disabled by default.

® Enable Free up space

® Disable Free up space

® Choose a pre-set limit for Free up space

NOTE

For iOS devices, due to operating system limitations, the removed items will remain in “Recently Deleted”
folder for up to 40 days. It is highly recommended to manually clear the folder to release storage space quicker.

Free up space

A

Free up space

8

Overview of Free Up Space Process

——{f——&

Start Free up space Checking ifthe available Freeup space
storage spaceis less completed
than 2GB, 4GB, 6GB,

0 Checks the available 8GB, or 10GB
storage space if less than
the pre-set free space limit o [ ]
2GB, 4GB, 6GB, 8GB or
10GB
-» IfYES, proceed to o ‘_=_‘
= If NO, proceed to o "I]I] /\/
o aindl
Free up space is Removing backed up Storage Statistics
completed photos andvideos recalculated

o Storage Statistics for
mobile device memory wil
be recalculated

o L
Backed up photos and 4
videos will be removed ' '

For Android devices, ForiOS devices, the
the removed items removeditems will
will be permanently remainin “Recently
deleted from the

l deleted” folder for up
internal storage i to 40 days

Recently Deleted folder
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TO ENABLE FREE UP SPACE, FOLLOW THE INSTRUCTIONS BELOW:

1. Launch the Ahsay Mobile app.

(3)

Ahsay Mobile

2. Go to More

3. Look for the Free up space and double click it.

Free up space

8

4. Swipe the lever to the right to turn it on.
Example screenshot from Example screenshot from

Android device iOS device
< <
Free up space Free up space

Home Backup 2FA More
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&

Free up space [ )

Remove backed up contents from
device when the free space is less
than:

Recommended to enable this feature to remove
contents from your device that are safely backed up. in
ofder to free up space and optimize performance.

Home Backu 2FA Mare

<

Free up space ()

Remove backed up contents from
device when the free space is less
than:

Recommended to enable this feature to remove
contents from your device that are safely backed up,
in order to free up space and optimize performance.

Due to iOS limitation, the removed contents will stay
in the "Recently deleted" folder for up to 40 days. To
immediately free up space, you can manually remove
these contents in the Photos app.

Hol Backuy 2FA More

5. Free up space is successfully enabled.

Free up space

8

www.ahsay.com
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TO DISABLE THE FREE UP SPACE, FOLLOW THE INSTRUCTIONS BELOW:

1. Launch the Ahsay Mobile app.

Ahsay Mobile

2. Go to More

&

Home Backup 2FA More

3. Look for the Free up space and double click it.

Free up space

8

4. Swipe the lever to the right to turn it off.
Example screenshot from Example screenshot from iOS
Android device device.

< <

Free up space a0 Free up space O
Remove backed up contents from 10GB - Remove backed up contents from 10GB =
device when the free space is less device when the free space is less

than: than

Recommended to enable this feature to remove
contents from your device that are safely backed up, in
order to free up space and optimize performance.

Recommended to enable this feature to remove
contents from your device that are safely backed up,
in order to free up space and optimize performance.

Due to iOS limitation, the removed contents will stay
in the "Recently deleted” folder for up to 40 days. To
immediately free up space, you can manually remove
these contents in the Photos app.

Home Backup 2FA More

Home Backup 2FA More
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e

Free up space

Mare

<

Free up space

More

5. Free up space is successfully disabled.

8

Free up space

www.ahsay.com
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TO CHOOSE A PRE-SET LIMIT FOR FREE UP SPACE, FOLLOW TE INSTRUCTIONS BELOW:

1. Launch the Ahsay Mobile app.

Ahsay Mobile

2. Go to More

&

Home Backup 2FA

3. Look for Free up space and tap it.

Free up space

J

4. Select from the pre-set limits: 2GB, 4GB, 6GB, 8GB, or 10GB. Tap Done.

Example screenshot from Example screenshot from
iOS device

Android device

&

Free up space

Remove backed up contents from
device when the free space is less
than:

Recommended to enable this feature to remove

order to free up space and optimize performance.

contents from your device that are safely backed up, in

Home Backu 2FA Mare

<
«©

0GB ~

Free up space

Remove backed up contents from
device when the free space is less
than:

Recommended to enable this feature to remove
contents from your device that are safely backed up,
in order to free up space and optimize performance.

Due to iOS limitation, the removed contents will stay
in the "Recently deleted" folder for up to 40 days. To
immediately free up space, you can manually remove
these contents in the Photos app.

Home Backup 2FA More

5. Free up space limit is successfully set.

www.ahsay.com
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EXAMPLE

Free up space feature is enabled for Android and iOS and is set to 10GB.

Images and videos to be backed up are 2GB, with the available free storage space on the device
being 9GB.

Images will be backed up first, then it will free up 1GB of space to reach the 10GB set limit on the
free up space feature.

On an Android device, backup is completed with four (4) archived or free up images and videos.
These are automatically archived in the background while the backup job is running. The available
storage space is 10GB which is the same limit set in the Free up space feature.

This is a sample screenshot
of the Storage Statistics of
an Android device

:

My Redmi Storage space

Occupied: 54.0GB | Total: 64GB

o Backup completed with 4 archived

Other

Last Backup a few seconds ago 13.34GB

ltams Backed Up Apps and data
&) Photos 294 15.85GB
P Videos 2 Images

4.32GB

® Audio

0B

® Video

1.13GB

® APKs

525MB
. ® Documents
7.37GB
11.45GB
Free up space

i

Home Backup 2FA Mare
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On an iOS device during a backup job, a prompt will appear to allow or disallow the deletion of
the items. Deleted items will be moved to the “Recently Deleted” folder. It is highly
recommended to manually clear the photos and videos to complete the free up space process.

@ Ansay Mobile @ Ansay Mobile

My iPhone6s My iPhonebs
° Archiving 54 files ° Backup completed with 54 archived
— —
Last Allow "Ahsay Mobile” to 5 ago Last Backup a few seconds ago
delete 54 photos?
s Items Backed Up
Last Backup atew seconds ago
5§ Photos 131
itoms, Backed Up
53 Photos 38 ’ Videos 0
P Videos 0

Don't Allow Delete
Cm

ooy — Elo) =
. ) [l &5 = & i & =
N .

Home Backup 2FA More Home Backup 2F¢

+ Albums

iPhone6s Test Photos  iPhone6s Test Videos
32 12

Media Types

(X Videos 12

& Screenshots 2

Utilities

K3 Imports 0

& Hidden 0 it e |
54 Photos

W Recently Deleted 54 thedays

B 8 & 3
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LANGUAGE

Allows the User to choose a language. By default, the displayed language will be the chosen

language upon setup after installation.

@ Language
English

>

Ahsay Mobile

Done
o
Nederlands
English
Deutsch

EAANVIKA

oo
-3 o &

Home Backup 2FA

More

Below are the supported languages in Ahsay Mobile:

www.ahsay.com

Arabic Basque Catalan

Chinese (Simplified) Chinese (Trafitional) Czech

Danish Dutch English (default)
Finnish French German

Greek Modern Hebrew Hungarian
Indonesian ltalian Japanese
Korean Lithuanian Norwegian
Polish Portuguese (Brazilian) Portuguese (Portugal)
Russian Slovenian Spanish
Swedish Thai Turkish
Viethamese
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HELP

Allows Users to access “Contact Us”, “FAQ”, “App Log”, and “Version.”

® Contact Us
® FAQ

® App Log

® Version

M Help

(_

Help

[ cContactUs

FAQ

@ App Log

Version 1.6.0 (22)

More
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CONTACT US

Displays the contact number, e-mail address, and website of Ahsay. It also contains a link to the
mailing list if you want to subscribe to the latest product and company news.

&

Contact Us

Ahsay Mobile
Version 1.6.0 (22)

+852 3580 6900
mkt-kb@ahsay.com

ahsay.com

Subscribe to our mailing to get the
latest news of Ahsay:
ahsay.com/jsp/en/contact/

1=} (L] B =

More

FAQ

Displays the Frequently Asked Questions (FAQs)

é
FAQ

Are there any pre-requisite for
setting up backup functionality for
my mobile phone or tablet device?

Where will my backed-up mobile
device data be saved?

How can | restore my backed-up
device data?

How can | change the display name
for my accounts being paired with
Two-factor authentication (2FA)?

If | accidentally removed my paired
backup account for Two-factor
authentication (2FA), how can |
recover it?

What should | do if | lost my
mobile device which had been
previously paired for Two-Factor
Authentication (2FA)?

What types of files can be backed

Home Backup 2FA More
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APP LOG

Display the activity logs with date, time, and status such as 2FA Registration, Backup Registration,

etc.

&

Log =

|3) [BackupManager] Terminated by System

[BackupManager] Plug your device to

& a power source to resume the backup.
Alternatively, go to Settings to disable the
[Backup while charging] option.

E% [ScanQRCodePage] Registered Backup
Successfully

[BackupPage] Connection failed. Please
& make sure you can access the following IP

addresses

http://192.168.1.110:54000

[BackupPage] Connection failed. Please
& make sure you can access the following IP

addresses:

http://192.168.1.110:54000

[BackupPage] Connection failed. Please
make sure you can access the following IP

Home Back 2FA Mare

Tap the settings icon = to customize the types of logs you want to display. The following are the
types of logs that can be viewed:

General Info

Backup Info

Restore Info

2FA Info

Free up space info

General Error

Backup Error

Restore Error

2FA Error

Free up space error

x Log Settings

Select what types of log you want to display

© General Info
€ General Error
ITB Backup Info
a‘a Backup Error
Q Restore Info

Ja Restore Error

]

B 2FAInfo

T

oy
[ 2FA Error
@ Free up space Info

Q Free up space Error

X Log Settings

[Glo)

jicTc)]

Select what types of log you want o display

© General Info

€ General Error
I?O Backup Info

|_$° Backup Error
&3 Restore Info

¢ Restore Error

§ 2FAInfo

g 2FA Error

g Free up space Info

Q Free up space Error

www.ahsay.com

Ahsay Mobile User Guide | 81 of 127




VERSION

Displays the version of the installed Ahsay Mobile app.

<&«

Help

] CcontactUs

62 FAQ

@ Applog

Version 1.6.0 (22)

More

www.ahsay.com
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7 REGISTER DEVICE FOR MOBILE BACKUP AND

RESTORE

NOTE

Although the example screenshots below are for AhsayOBM, the user interface for Settings > Mobile Backup is
identical on AhsayACB. Thus, these instructions can also be applied to AhsayACB.

1. Open AhsayOBM / AhsayACB and go to Settings > Mobile Backup and click Add or migrate
device.

Sett\ﬂgs Jlobile Backl
Registered Mobile Device(s)

Proxy ASUS_X00ID —
C:AUsers\Ahsay\DocumentsiAhsayOBMVASUS_X00ID\16300307 D J [
Windows Event Log

Mobile Backup

Add or migrate device

2. There are two options for adding a new device:

© Add new device for backup without migration

This will add a new device.

© Migrate backup content of existing device to a new device

® Adds a new device and migrate the old mobile settings to the replacement device.
® Removes the original device from Mobile Backup list in AhsayOBM / AhsayACB

® |f the original device still exists and the Ahsay Mobile app is still installed, then the
mobile backup setting will be removed. Although the 2FA settings are retained on the
original device, Ahsay Mobile app push notifications will be sent to the replacement
device but the Ahsay Mobile app TOTP on the original device is still valid for use.
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For example: Old device is a Samsung Note 10, with the replacement device being a Redmi
Note 8. All the mobile settings such as mobile backup and 2FA of Samsung Note 10 will
be migrated to Redmi Note 8.

Do you want to add a new device to backup, or migrate backed up content of an existing device?
(@) Add new device for backup without migration

() Migrate backup content of existing device to a new device

ADD NEW DEVICE FOR BACKUP WITHOUT MIGRATION

i. Select Add new device for backup without migration then click Next.

Add new

Do you want to add a new device to backup, or migrate backed up content of an existing device?
(®) Add new device for backup without migration

() Migrate backup content of existing device to a new device
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ii. Download the Ahsay Mobile app from Google Play for an Android device and from the
App Store for an iOS device, then scan the QR code to complete the device registration
for mobile backup feature.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

III Maobile Backup (Add new device for backup without migration)

# Download on the \ GETITON
L App Store ” Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 54000
UDP Port: 54200

iii. In the Ahsay Mobile app, go to Backup. Tap Activate and start backup link to scan the
QR code on the AhsayOBM / AhsayACB screen.

@ Ahsay Mobile

QEE

You have not activated the
mobile backup function

Activate and start backup

&

ome Backup 2FA More
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iv. Scanthe QR code on the AhsayOBM / AhsayACB screen. Otherwise, tap Cancel to return
to the previous screen.

Ahsay Mobile

Scan the QR code displayed in your
application (supports two-factor
authentication, mobile device backup etc.)

Cancel

T =
4 & & =

Home Backup 2FA More

v. Once the “QR Code detected” prompt appears, tap OK to proceed. Otherwise, tap
Cancel.

QR Code detected!
Register Honor 10 Lite with

MobileUser1 ?

CANCEL OK
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vi. If done correctly, a prompt saying “Device paired successfully” will appear. Tap OK to
proceed. Photos, videos, documents, and 2FA accounts are automatically selected for

backup (you can deselect one of the options if needed). Tap Done to confirm the
selection and return to the Backup screen.

Backup Settings

23 Photos
P Videos

E Document

Device paired successfully

You may now configure the device ? 2FA Accounts
content e.g Photos, Video, 2FA
Accounts(if registered) to be
included for backup

Mobile backup registration is successful in AhsayOBM / AhsayACB. In this example, the
registered mobile device is an Honor 10 Lite.

You have registered Honor 10 Lite for the following feature:
Iil Mobile Backup (Add new device for backup without migration)

You can go to the backup page in Mobile App "Ahsay Mobile" to start Mobile Backup.

Example: The folder directory is C: \Users\xxxx\Documents\Ahsay\Honor 10 Lite\

Registered Mobile Device(s)

.ASUS X00ID =
E C\Users\Ahsay\DocUments\AhsayOBMIASUS X00ID\16300307... R 121 (I

E Honor 10 Lite

Proxy

Windows Event Log

v
Y
=

Add or migrate device
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MIGRATE BACKUP CONTENT OF EXISTING DEVICE TO A NEW DEVICE

i. Select Migrate backup content of existing device to a new device then click Next.

vice

Do you want to add a new device to backup, or migrate backed up content of an existing device?

() Add new device for backup without migration

(®) Migrate backup content of existing device to a new device

ASUS_X00ID ~

* Please make sure your new device has not paired with any AhsayOBM client applications in order to complete the
migration.

ii. Choose an original device. The backed-up content of the selected device will be
migrated to the replacement device. In this example, the original device ASUS_XO00ID is
selected.

Make sure the replacement device has not been paired for mobile backup and 2FA with
any of the Ahsay applications to complete the migration.

Do you want to add a new device to backup, or migrate backed up content of an existing device?
() Add new device for backup without migration

(®) Migrate backup content of existing device to a new device

ASUS_X00ID

ASUS_X00ID y AhsayOBM client applications in order to complete the

iPhone6és
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Do you want to add a new device to backup, or migrate backed up content of an existing device?
Add new device for backup without migration
® Migrate backup content of existing device to a new device

ASUS_X00ID v

* Please make sure your new device has not paired with any AhsayOBM client applications in order to complete the
migration.

iii. On the replacement device, download and install the Ahsay Mobile app from Google
Play for an Android device and from the App Store for an iOS device, then scan the QR
code to complete the device registration for mobile backup feature.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

|1| Mobile Backup (Migrate backup content of existing device to a new device)

# Download on the i, GETITON
« App Store ” Google Play

Prerequisites

= ; TR

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 54000
UDP Port: 54200

iv. In the Ahsay Mobile app, go to Backup. Tap Activate and start backup link to scan the
QR Code on the AhsayOBM / AhsayACB screen.

@ Ahsay Mobile

aﬁﬂ

‘You have not activated the
mobile backup function

Activate and start backup

o
om Backup 2FA Mar
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v. Scanthe QR Code on the AhsayOBM / AhsayACB screen. Otherwise, tap Cancel to return
to the previous screen.

Ahsay Mobile

Scan the QR code displayed in your
application (supports two-factor
authentication, mobile device backup etc.)

Cancel

[T -
o Pl 85 =
2F

Home Backup

vi. QR Code is detected, tap OK to proceed. Otherwise, tap Cancel.

QR Code detected!
Register Honor 10 Lite with

MobileUser1 ?

CANCEL 0K

Www.d hsay.com Ahsay Mobile User Guide | 90 of 127



vii. Replacement device is paired successfully, and migration of contents from ASUS X00ID
to Honor 10 Lite is completed, then click Done.

@ Ahsay Mobile

Device Migration

Honor 10 Lite

© wigration Completed

You can restore old device's backedup content via
the Restore > Archive page

Device paired successfully

Migration process will take place
now. Once completed, you can
restore old device's backed up
content via the Restore File Explorer
> Archive Page

Mobile backup registration with migration is successful in AhsayOBM / AhsayACB. In this
example, the registered replacement mobile device is Honor 10 Lite.

You have registered Honor 10 Lite for the following feature:
Iil Mobile Backup (Migrate backup content of existing device to a new device)

ASUS_X00ID has been removed from backup.

Migration process will take place in Honor 10 Lite now. Once completed, you can restore old devices backed up content
via the Restore File Explorer > Archive page.
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Example: The mobile backup path of the original device will remain unchanged, but the
device name will be updated by the replacement device, (ASUS_XO00ID in this case) to
“Honor 10 Lite”.

Registered Mobile Device(s)
PFOXy Honor 10 Lite =
‘: Users\Ahsay\Documents\AhsayOBMVASUS_X00ID\16300307 & 2 m
Windows Event Log iPhoness -
5 it —— s
Add or migrate device
NOTE

Please refer to Appendix — Troubleshooting Login if you are experiencing problems logging into
AhsayOBM / AhsayACB with Two-Factor Authentication using Ahsay Mobile app.

Although the above images showcases Android, the steps above still apply to iOS devices.
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8 MODIFY BACKUP SOURCE

1. Go to Backup. Look for the backup settings Ed icon and tap.

@ Ahsay Mobile o
Galaxy A70
Last Backup an hour ago

o i &

Home Backup 2FA Maore

2. Modify backup source by selecting or deselecting from Photos, Videos, Document or 2FA
Accounts. For iOS users, the “Documents” option is unavailable.

X Backup Settings
53 Photos °
P Videos °
& Document °
9  2FA Accounts °
-3 i & =
Home Backup 2FA More
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Make sure to select or deselect from Photos, Videos, Document, or 2FA Accounts. For iOS
users, the “Documents” option is unavailable.

X Backup Settings

33 Photos
P Videos

E Document

Backup Settings

? 2FA Accounts

Please choose at least one backup
option.

folo)
& i &

Home Backup 2FA

= 1l

3. Tap the Xicon on the top left corner of the screen to return to exit.

NOTE

Although the sample images above are based on Android devices, the steps to be taken are largely the same
on both Android and iOS devices. Thus, the above steps can be applied to both, with the exception of being
able to select “Documents” as an option for Step 2 for iOS users.
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9 RUNNING BACKUP JOBS

NOTE

The first mobile backup may take up to a few hours to backup all the photos, videos, documents, and 2FA
Accounts from your device. Subsequent backups will take less time. Please do the following for the first mobile
backup to prevent any interruption during the backup process:

® For Android, disable screen lock or timeout
®* Turn off all power saving modes
* Connect to a power source

1. Go to Backup.

2. Tap to start the mobile backup process.

=z
T

BACKUP

3. Mobile backup will start. Tap Stop if you want to stop the backup.

@ Ahsay Mobile Ahsay Mobile

Galaxy A70 Galaxy A70

20%: Backing up Photos (11/55) Backup paused

Tips: Although most of the backups can be Last Back i o
completed in a few minutes, the first backup may st Backup a lew seconds ago
take hours to complete uploading all files.

In order to complete backup as soon as possible,
you may connect this device into a power supply, and

come back to this page after disabling all settings like
screen timeout, auto-lock or power saving modes.

Resume Backup
Cancel

e &

Home Backup 2FA

ool
-2 o &%

Home Backup 2FA Mol

NOTE

In case the backup job is interrupted, for example there is a network issue, or you want to stop your
backup and resume at a later time; you can tap on Stop and it will show an option to “Resume Backup”
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4. Mobile backup will then complete. It will also display the items and number of items backed
up. For example, in this backup, there are 55 photos, 2 videos, 10 documents, and 3 2FA
Accounts successfully backed up. Tap Done to return to the previous screen.

@ Ahsay Mobile @ Ahsay Mobile o

Galaxy A70 Galaxy A70

© Backup interrupted Last Backup 2 minutes ago

Last Backup 2 minutes ago
Items Backed up
I3 Photos 55
P Videos 2
B Documents 10
‘E 2FA Accounts 3

BT | | TR BT

- ) P &3 = & o &

Backup 2FA Mor Home Backup FA

5. Go to your mobile backup destination on the AhsayOBM / AhsayACB machine to check the
backed-up photos, videos, and documents.

(e = | 1633924309311 - O X
Home Share View 9

<« A <« Documents » AhsayOBM » Galaxy ATD » 1633924309311 v O O Search 1633924308311
~
Name Date modified Type Size
7 Quick access
blocks 10/11/2021 12:05 PM File folder
I Desktop
* Downloads
I M < | blocks - O X
Home Share View 9
« v o <« AhsayOBM » Galaxy A70 » 1633924309311 » blocks » v O O Search blocks
Name Date modified Type Size
7 Quick access
2021-10-11-11-52-55 10/11/2021 11:52 AM File folder
@ OneDrive [4] Backup 10/11/2021 12:05 PM Data Base File 924 KB

[ This PC
_ 3D Objects

(e = Manage 2021-10-11-11-52-55 - O *
Home Share Wiew Picture Tools o

« v o < 1633924309311 » blocks » 2021-10-11-11-52-55 » v | O O Search 2021-10-11-11-52-55
MNarne Date modified Type Size
3 Quick access
0 10/11/2021 11:54 AM File folder
@ OneDrive
3 This PC

§ 3D Objects
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(e =10 - a X
Home Share WView 9
<« A <« 1633924309311 » blocks » 2021-10-11-11-52-55 » 0 [¥] Search 0
MName Type Size Tags al
7 Quick access
|s] 000DDO JPG File 165 KB
& Onelrive |=] 000002 PG File 265 KB
« [ This PC |=] 00000k JPG File 95 KB
|=] DDDDOC JPG File 23 KB
§ 3D Objects - .
|=] 00000d BMP File 8111 KB
B Desktop =] oooooe EMP File
> = Documents [=] 0oooos EMP File
¥4 Downloads [s] 000001 IPG File
NOTE

Although the images shown above feature Android, the steps above are still applicable for iOS devices.

There is, however, an exception in that iOS devices will not be able to backup “Documents”. For guidance,

please refer to Chapter 8.
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10 RESTORING BACKUP DATA

Starting with Ahsay Mobile v1.5.0 and above, restore to alternate mobile device has been
removed since the migrate feature has been introduced. For more details on how to migrate
backup content of existing device to a new device, please refer to Chapter 7.

If you are using Ahsay Mobile v1.4.0 or earlier, please refer to Appendix - Restore to Alternate

Mobile Device for instructions on how to restore to an alternate mobile device.

1. Tap to start the mobile restore.

@ Ahsay Mobile X
Galaxy A70
Last Backup 2 hours ago

& Backup

e & u

Horme Backup 2FA More
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2. Choose from Photos, Videos, Document and / or 2FA Accounts then tap Restore. Make sure
to select at least one from Photos, Videos, Documents, or 2FA Accounts.

4 Galaxy A70

Backed up successfully 2 hours ago

= Photos
r u Videos
("] IBm pocument

[] 9 2FAAccounts

&

Backup

NOTE

For more information on how to select photos and / or videos for restore, refer to Appendix — Restore
File Explorer.

For iOS users, the option for “Document” will be unavailable.
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3. Mobile restore will start. Tap Stop to stop the restore.

Restore

Galaxy A70

2 hours ago

Scanning 17 Documents

Restore takes time. You need to keep the app
running until the restoration is completed.

1 ' &

Home Backup 2FA

Restore

Galaxy A70

2 hours ago

Restoration paused

Resume restoration

Cancel

1 3 o

Backup

NOTE

In case the restore job is interrupted, for example there is a network issue, or you want to stop your
restore and resume at a later time; you can tap on Stop and it will show an option to “Resume restoration”
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4. Mobile restore is successful. It also displays the items and number of items restored. For
example, in this restore job, 4 photos have been successfully restored. If an item still exists
on the device, it will not be restored since it is still there. Only deleted items will be restored.
Tap Done to return to the previous screen.

@ Ahsay Mobile

Restore
Galaxy A70
a few seconds ago
(-] completed
Items Restored
I3 Photos 4
P Videos

E Documents

? 2FA Accounts

*Existing items on the device were skipped from
Restore.

Done

Backup
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CONTACT AHSAY

SUPPORT

You can contact Ahsay support representatives on the following touchpoints:

® Through the Partner Portal

® WhatsApp, found in the website

DOCUMENTATION

For additional resources, you can find articles published in https://wiki.ahsay.com.

Available guides for all Ahsay products are available at: Administrator and User Guides
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APPENDIX — TROUBLESHOOTING LOGIN

When having trouble logging in to AhsayOBM / AhsayACB using the Ahsay Mobile app, here are
the possible scenarios that you will encounter:

® Unable to accept notification request

® Rejected notification request

® One-time password generated not working

NOTE

Although the example screenshots below are for AhsayOBM, the user interface of Two-Factor Authentication
is identical on AhsayACB. Thus, these instructions can also be applied to AhsayACB.

UNABLE TO ACCEPT NOTIFICATION REQUESTS

If unable to accept the notification request from the Ahsay Mobile app because of the following
reasons:

® Notification request was not sent to the app because the Ahsay Mobile app is not
connected to a network connection.

® The 5-minute grace period to accept the request has expired.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
... Waiting for response (00:04:56)

Authenticate with one-time password
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You thus have three (3) options:

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.

X No response received from notification request. Please try again.
Resend

Authenticate with one-time password

Unable to login

© Click Resend to receive another request on your Ahsay Mobile app:

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.

X No response received from notification request. Please try again.
Resend

Authenticate with one-time password

Click the Authenticate with one-time password to authenticate.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.

X Mo response received from notification request. Please try again.
Resend

Authenticate with one-time password
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Enter the one-time password generated in the Ahsay Mobile app and click Next.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
+ Waiting for response (00:04:17)

Alternatively, input the one-time passcode generated in your Authenticator App.

7 0 3 8 2 8 | (o013

© Or click the Unable to login link, wherein you can choose to perform authentication
recovery procedure or proceed to Unable to login/Do not have any Authenticator App(s)

Unable to login

® Authentication Recovery Procedure

Select the registered mobile device for the 2FA to perform the authentication

recovery.

Authentication Recovery

Please select one authenticator to perform recovery.

Honor 10 Lite
ASUS_X00ID
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Click the drop-down button to select the country code, then enter the registered
recovery phone number to proceed. The last two digits are already indicated by
default. Click Next to continue.

Authentication Recovery

Please enter the first few digits of "Honor 10 Lite" (********&&70) for recovery. It will be discarded after the recovery
process is completed.

Please fill in the recovery phone number

Philippines (+63) v - - 70

*This phone number will be used for account security and recovery only. Please be reminded that standard SMS
charge will be applied.

After receiving the verification code via SMS, enter the code to AhsayOBM then
click Next to continue.

Verification Code: PSTC-540676

Authentication Recovery

You have selected Honor 10 Lite and it will be discarded after recovery is completed.
Verification code

PSTC - | 540676 (00:04:45)

Resend SMS Verification code
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Scan the displayed QR code using the Ahsay Mobile app. Make sure that you are
using the latest version of the Ahsay Mobile app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

Ahsay Mobile

# Download on the ’\ GETITON
@& App Store " Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

Once the QR code is detected, click OK to register the mobile device for 2FA.

QR Code detected!
Register Honor 10 Lite with

MobileUser1 ?

CANCEL OK
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The mobile device is successfully registered for the AhsayOBM 2FA feature. Click
OK to proceed.

Authentication Recovery
You have registered Honor 10 Lite for the following feature:

Two-Factor Authentication

® Unable to login/Do not have any Authenticator App(s)

You will be redirected to contact your backup service administrator for assistance.

i Please contact your backup server administrator for assistance.
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REJECTED NOTIFICATION REQUEST

If the notification request was rejected because you accidentally tapped Reject on the Ahsay
Mobile app.

Authorization Request

Proceed authorization request for
MobileUser1

REJECT  ACCEPT

You have two options:

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.

X No response received from notification request. Please try again.
Resend

Authenticate with one-time password

Unable to login

® Click Resend to receive another request in your Ahsay Mobile app.

® Click Authenticate with one-time password.
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ONE-TIME PASSWORD GENERATOR NOT WORKING

If you lost or are unable to access your mobile device, click the Unable to login link and refer to
the previous discussion for instructions.

For Push Notification and TOTP

Two-Factor Authentication
Please approve notification reguest in one of registered Authenticator App.
3. Waiting for response (00:04:44)

Alternatively, input the one-time passcode generated in your Authenticator App.

(00:00:27)

Unable to login

For TOTP only

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:18)

Unable to login
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You will be redirected to contact your backup service administrator for assistance.

i Please contact your backup server administrator for assistance.
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APPENDIX — RESTORE FILE EXPLORER

Follow the instructions below on how to select or deselect photos and / or videos using the
Restore File Explorer.

1. Go to Backup then tap Restore

[ETo) —
-} & & =

Home Backup 2FA More

2. Choose a backup job.

e

Restore

Choose the device to restore backed up data from:

Redmi Note 8 >
Yesterday. 11:08:33

The steps that follow from here shall depend on what you wish to restore:

® Select all photos and / or videos

® Deselect all photos and / or videos

® Select a few photos and / or videos

® Deslect a few photos and / or videos

® View photos and / or videos in Recent, Archive, or Delete tabs
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SELECT ALL PHOTOS AND / OR VIDEOS

From Step 1 and 2, there are two ways to select all the photos and / or videos:
O OPTION 1:

® Tap the Photos or Videos checkbox.

4 Redmi Note 8

Backed up successfully 17 minutes ago

D B Photos

D h Videos

® A blue checkbox indicates that all photos and / or videos are selected for restore
with a corresponding total number of photos and videos and its total file size.

4 Redmi Note 8

Backed up successiully 17 minutes ago

Photos

@ h Videos

© OPTION 2:

® Tap the Photos or Videos.

4 Redmi Note 8

Backed up successfully 17 minutes ago

D Photos

D u Videos
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® Choose from All or Album then tap Select all.

There will be a blue checkbox on each photo and / or video, or album that will
indicate these items as being marked for restore. Items that do not have the
checkmark will not be restored. Once done, tap Done.

- Photos (47)  Deselect all - Photos (0) Select all

All W Albunr All W Alburr

2021-04-15 2021-04-15

Recent Archive Delete:
Recent Arct C
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DESELECT ALL PHOTOS AND / OR VIDEOS

From Step 1 and 2, there are two ways to deselect all the photos and / or videos:

© OPTION 1:

® Tap the blue / orange checkbox of either Photos or Videos.

<

[°J b Photos
D h Videos

Redmi Note 8

Backed up successfully 15 minutes ago

® |t will deselect all or the se

lected photos and / or videos for restore.

D m Photos
D h Videos

Redmi Note 8

Backed up successfully 17 minutes ago

© OPTION 2:

® Tap either Photos or Videos

<

IQJ Photos

D u Videos

Redmi Note 8

Backed up successfully 15 minutes ago
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® Choose from All or Album then tap Deselect all.

There will be a blue checkbox on each photo and / or video, or album that will
indicate these items as being marked for restore. Items that do not have the
checkmark will not be restored. Once done, tap Done.

- Photos (47)  Deselect all - Photos (0) Select all

All W Albunr All W Alburr

2021-04-15 2021-04-15

Recent Archive Delete:
Recent Arct C
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SELECT A FEW PHOTOS AND / OR VIDEOS

From Step 1 and 2, follow the guide below to select only a few of the photos and / or videos:

3. Tap either Photos or Videos.

4 Redmi Note 8
Backed up successfully 17 minutes ago
Photos
D h No Photos selected >
Videos
D h No Videos selected >

4, Choose from All or Album.

Select your choice of photos and / or videos for restoration by tapping upon each wanted
item. Once done, tap Done.

H Photos (0) Select all HH Photos (10) Select all

All W Albur All = Album

2021-04-15 2021-04-15

Recent Arct Delete Recent
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DESELECT A FEW PHOTOS AND / OR VIDEOS

From Step 1 and 2, follow the guide below to deselect only a few of the photos and / or videos:

3. Tap on either Photos or Videos.

< Redmi Note 8
Backed up successtully 17 minutes ago
Photos.
[: Mo Photos selected >
Videos
[: h No Videos selected >

4. Choose from All or Album.

When selecting your choice of photos and / or videos for restoration, you can tap on each
item once again to Deselect them. Once done, tap Done.

H Photos (47)  Deselect all H Photos (10) Select all

All W Alburr All B Alburr

2021-04-15 2021-04-15

Recent Arct Delete Recent Archiv Delete:
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VIEW PHOTOS AND / OR VIDEOS IN RECENT, ARCHIVE, OR DELETE TABS

3. Tap on Photos or Videos.

4 Redmi Note 8

[: Photos
Mo Photos selected

] ~ v

Backed up successhully 17 minutes ago

4. Select from the following tabs by tapping on Recent, Archive or Deleted. The tabs are located
on the lower part of the screen. It will view photos and / or videos by each category in either

All or Album views.

You can select all items or only some for restoration by category in this manner.

Sample view of All items Sample view of Album

under the Deleted tab

items under the Archive

tab

Photos (0)

2021-04-15

Select all

All W Albun

Deleted

Photos (0)

Test Photos

) O

Archive

Select all

i Album

Done

= &b
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APPENDIX — RESTORE TO ALTERNATE MOBILE

DEVICE

For Ahsay Movile v1.4.0 or earlier, there are two (2) restore options available; Original location

and Alternate mobile device. For the Alternate mobile device, there are four (4) scenarios under
two (2) categories, namely:

© Original location
This method will restore data to the original location of your registered mobile device.
® Android — Sample brands: Samsung, Huawei, Asus, Xiaomi, etc.

® jOS — Sample devices: iPhone, iPad, etc.

ORIGINAL ORIGINAL FILENAME RESTORED TO

LOCATION RESTORED? ORIGINAL LOCATION? REMARKS

Android v v Grant permission for the Ahsay
Mobile app to access the SD card.

i0S Due to the design of iOS, users do

not know the filename of photos
and videos in the “Photos” app.
x v Also, every photo and video
restored will have a new unique
ID which are different from the
original file.

© Alternate mobile device

Using this restore method requires multiple registered mobile devices on AhsayOBM /
AhsayACB. It could be multiple mobile devices with the same or different operating system.

® Same mobile Operating System (OS)

= Android to Android — Example, from Samsung to Huawei / ASUS to Xiaomi

= jOS to iOS — Example, from iPhone to iPhone / iPhone to iPad
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® Cross mobile Operating System (OS)An
= Android to iOS — Example, from Samsung to iPhone / Huawei to iPad
= jOS to Android — Example, from iPhone to Samsung / iPad to ASUS

ALTERNATE ORIGINAL RESTORED TO REMARKS
MOBILE DEVICE  FILENAME ORIGINAL LOCATION

RESTORED? IN THE ALTERNATIVE
MOBILE DEVICE?

SAME MOBILE OPERATING SYSTEM (OS)
Android to
Android v v
iOS to i0S v v
CROSS MOBILE OPERATING SYSTEM (OS)
Android to iOS Restored to Photos App > Camera
v X i
Roll
iOS to Android Restored to Internal Storage >
Pictures > mobileBackup folder
NOTE
“ x mobileBackup folder is
created when using the
restore option from iOS to
Android..

Supports the restore of photos and / or videos to other mobile devices. It could be other
mobile devices with the same or different operating systems.

This requires the other mobile devices to be registered on AhsayOBM / AhsayACB.
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SAME MOBILE OPERATING SYSTEM (0OS)

The example below is a restore from an Android to another Android mobile device; despite this,
the steps below can be applied to iOS as well. Examples are from Samsung to Huawei / ASUS to
Oppo.

1. Tap to start the mobile restore.
@ Ahsay Mobile e

Galaxy Tab A (8.0", 2019)

Last Backup 22 minutes ago

1)

[~

2. Choose to restore to a backup taken on a Galaxy A70 to another Android device, i.e. Galaxy
Tab A.

&

Restore

Choose the device to restore backed up data from

iPhone 6s

Galaxy A70

Oppo

Galaxy Tab A (8.0", 2019)

0 o o a
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3. Choose from Photos, Videos, Documents, and / or 2FA Accounts then tap Restore. For iOS
users, the option for “Documents” will not be available.

Make sure to select at least one from Photos Videos, or 2FA Accounts.

4. Mobile restore is on-going. Tap Stop if you want to stop the restore.

NOTE

In case the restore job is interrupted, for example due to a network connection issue, or you want to stop
your restore and resume at a later time, you can tap Stop and it will show Resume restoration.

& Ahsay Mobile @ Ahsay Mobile

Restore Restore
Galaxy A70 Galaxy A70
an hour aga 37 minutes ago
60%: Restoring Photos (610) Restaration paused
Restore takes time. You need to keep the app running until the
restoration is completed
Stop Resume restoration
Cancel
# s & ful =
Backup Hom Backup FA More

5. Mobile restore is successful. It alo displays the items and number of items restored. For
example, 10 photos and 0 videos have been successfully restored. Tap Done to return to the
previous screen.

@ Ahsay Mobile

Restore
Galaxy A70
an hour ago
© Restoration completed successfully
ltems Restored
Photos 10
P Videos 0
Done
& &
Backup
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6. To check the restored photos, videos, go to Gallery or Internal storage > DCIM for Android
devices, or from the Photos App for iOS.

NOTE
File structure may vary for different Android brands.
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CROSS MOBILE OPERATING SYSTEM (OS)

This is a restore from an Android mobile device to an iOS mobile device. Examples are from
Samsung to iPhone / Huawei to iPad.

1. Tap to start the mobile restore.
@ Ahsay Mobile o

iPhone 6s

Last Backup 28 minutes ago

& !

Backup

2. Choose a backup job from another device with a different OS that you would like to restore.
In this example, an Android mobile Galaxy A70 is selected.

<
Restore
Chaose the device to restore backed up data from:
D iPhone ssl >
D Gala.xy AT70 >
D Oppo . >
D Galaxy Tab A (8.0", 2019) >
-3 & =
Backup
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3. Choose from Photos, Videos, Documents, and / or 2FA Accounts then tap Restore.

When restoring from Android to iOS, the option for “Documents” will not be available. This
option will become available when restoring from iOS to Android.

Make sure to select at least one from Photos, Videos, Documents, or 2FA Accounts.

4. Mobile restore is on-going. Tap Stop if you want to stop the restore.

NOTE

In case the restore job is interrupted, for example network connection issue, or you want to stop your
restore and resume at a later time, you can tap Stop and it will show Resume restoration.

@ Ansay Mobile @ Ansay Mobile

Restore Restore
Galaxy A70 Galaxy A70
an hour ago 3 hours ago
21%: Restoring Photos (10/46) Restoration paused

Restore takes time. You need to keep the app running
until the restoration is completed

Cancel

e & =|l|le & =

Backup lome Backup 2FA More
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5. Mobile restore is successful. It also displays the items and number of items restored. For
example, 46 photos and 0 videos have been successfully restored. Tap Done to return to the
previous screen.

@ Ahsay Mobile

Restore

Galaxy A70

an hour ago

© Restoration completed successfully

Items Restored
5] Photos 46
P Videos 0

& uy =

Backup

6. To check the restored photos, videos, go to Gallery or Internal storage > DCIM for Android
devices, or from the Photos App for iOS.

NOTE

File structure may vary for different Android brands.
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